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Abstract 
The widespread of Internet causes computer security becomes an important issue. 

Currently, anti-virus software is the primary mechanism to prevent computers from the 
damage of virus. Such mechanism relies on the update of virus pattern (or signature) and 
scan engine to detect a new virus. Eight to ten viruses are created every day and most 
cannot be accurately detected until signatures have been generated for them. During this 
time period, systems protected by signature-based algorithms are vulnerable to attacks. We 
propose a method that uses ontology to support the behavior detection and the knowledge 
management of email virus. It constructs the ontology of the email virus in accords with 
the behavior characteristics of the email virus. It then uses the ontology to detect as well as 
manage the behavior of mail virus. This paper transforms the ontology into fuzzy 
Petri-Nets to detect the email virus and transforms it into fuzzy Petri-Nets automatically. 
Finally, we use Protégé 2000 to implement and manage the email virus behavior ontology. 
We designed and implemented an intelligent email filter with embedded system. It acts as 
an email gateway to filter inbound messages by enforcing an email virus rule’s policies. In 
the embedded system, we also provided a web-based administrative interface for the 
system administrators to do the system configuration and to set up their email virus rule 
filtering policies. 

Key words: Ontology, Fuzzy Petri Net, Email viruses, Embedded System 
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IDC 2001 100
2005 350

Internet

 (ICSA) 
2005

1
Happy99 Melissa Loveletter Winbird.a 

1 1996-2004 ( ICSA 2005) 

Virus Source 1996 1997 1998 1999 2000 2001 2002 2003 2004
Email Attachment  9% 26% 32% 56% 87% 83% 86% 88% 92%
Internet Downloads 10% 16%  9% 11%  1% 13% 11% 16%  8%
Web Browsing   0%  5%  2%  3%  0%  7%  4%  4%  2%
Other Vector   0%  5%  1%  1%  1%  2%  3% 11% 12%
Software 
Distribution   0%  3%  3%  0%  1%  2%  0%  0%  0%

Diskette: other  71% 84% 64% 27%  7%  1%  0%  0%  0%

25
8,000

2003 Klez
2004  SQL Slammer
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(Kienzle and Elder, 2003)  (2001)
(Viruses) (Worm) Takeshi and Yoshiteru (2002)

(
)

Kienzle and Elder (2003)
API

SMTP

HTML

HTML

SCRIPT MIME Java applet

 (2003)
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(
) (911 )

windows

XLS
DOC MSOffice Office

readme.txt.exe
goldfish.doc.pif EXE

Nimda

(WORM_MALDAL.C)
Flash

 (2001)

W32.Navidad



 7 

windows
winsock.dll Happy99.Worm

1987

(matching virus definition patterns) (check
sum) I/O (real time I/O scan) (Behavior-Based virus detection)

(Agent-Based virus detection)
(Zenkin, 2001 Lee et al., 1997)

DNA 

(Phillippo, 1990; Cohen, 1991)
(Zenkin, 

2001)

Check-sum

(Luke and 
Harris, 1999)

/

I/O /

/
(Phillippo, 1990)
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Bloodhound
(program region) (program logic)

ScriptTrap
JavaScript VBScript 

HTML XML

Naive Bayes SOM K-Medoids
(Shih et al, 2004 2005)

(intelligent virus)
(agent)

(Mobile)
IBM T. Okamoto

(heterogeneous agents)
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(Ontology)

(Fuzzy Petri Net)
(Fuzzy Rule)

(FPN)

PDA x86 ARM MIPS
Linux

 ARM ARM7,ARM9,Xscale,StrongARM 

ARM CPU Intel  StrongArm CPU
 Handheld PC COMPAQ iPAQ CASIO CASIO Cassiopeia E-115
 LEO FreeStyle E300

 PowerPC:4xx,7xx,9xx 

PowerPC CPU Palm Motorola DragonBall  CPU
Palm Palm V m Handspring

Visor Sony CLIE PEG  PDA

 x86:x86

 x86 CPU (NS)
Geod CPU

ARM ARM
RISC . ARM

PDA VoIP(Voice over IP)
(networking processor) (Set-Top Box) ( Smart Phone)

ARM (Real 
Time Operating System, RTOS) Windows CE, Linux, pSOS, 
VxWorks, EPOC, uCOS, BeOS

x86
AMD 29000 MIPS
Intel i960 I/O x86 x86

CPU
CPU Transmeta (VIA) ARM MIPS ARM
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MIPS CPU
Transmeta CPU x86

NET-Start-IXP!
32-bit Intel XScale–IXP420 IPX420 RISC

PCI
8MB Flash 32MB SDRAM LAN port*4 WAN port 16MB NAND-Flash USB

Linux
BusyBox –Apache+PHP Server

(Ontology)
(Class) (Individual)

(Property) (Fuzzy Petri Net)

(Membership Function)

(Ontology) 

Ontology Bunge (1977)

knowledge engineering knowledge representation
qualitative modeling language engineering database 

design information modeling information integration
object-orient analysis information retrieval and 

extraction knowledge management and organization (Guarino, 
1998)

Ontology

Ontology
Neches et al. (1991) ontology

(terms) (relations) (vocabulary)
Swarout et al. (1997)

Ontology
Guarino (1998) Ontology
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ontology

Ontology

Chandrasekaran et al. (1999)
(Mechanism Theories) (Content Theories) Ontology

 Ontology (Ontology as vocabulary) 

Ontology
Ontology

Ontology Ontology

 Ontology (Ontology as content theories) 

Ontology
 (2002)

ontology Syntactic 
Interoperability Semantic Interoperability

ontology
ontology

Ontology

Uschold and King (1995) ontology
TOVE (Gruninger and Fox, 1995) KACTUS (Bernaras et al., 1996)

METHONOLOGY (Gomez-Perez et al., 1996) SENSUS(Swarout et al., 1997)
On-To-Knowledge(Staab et al., 2001)

Fernandez-Lopez et al. (1997) 8 ontology

METHONOLOGY ontology (
16 classes 103 instances) ( 19 classes 66 instances)

ontology (Fernandez-Lpoez et al., 1999)
(Ontology)

(Fuzzy Petri Net)
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Fuzzy Petri net

Petri net PN 1962 Carl Adam Petris 
(Murata, 1989) PN

(Dynamic modeling)

FPN

(Fuzzy production rule, FPR)
/ 2

2

2 Fuzzy Petri net

FPN FPN = (P T D I O f )
P = { p1, p2, … , pm } m

m  1
T = { t1, t2, … , tn } n

n  1
D = { d1, d2, … ,dm } (propositions) m

m  1
I P T
O T P
f T [0, 1] (association function) 0 1

P [0, 1] (association function) 0 1
P D (association function)

FPN (1) (place) (2) (transition)
(3) (arcs) FPN

(enable)
(fire) (fire) (enable) (transition)

FPN (initial 
marking) M0 N FPN N (place) (transition)

(arcs) (place) (transition)
(transition) (place) (arcs)

( ) (transition) f
(marking)



 13 

(token) (place) (marking) y
(place) p p y (token) (Chen et al, 1990 Murata, 1989)

Pi Pk

dkdi

tik

FPN = (P, T, D, I, O, f, , )
P={Pi, Pk}, D={di, dk}, T={tik}
I(tik)={Pi}, O(tik)={Pk}

(Pi), (Pk) = [0~1] 
(Pi)=di , (Pk)=dk

2

(FPR)

3a 3b 
t1 (1)

(P1)=1 (P2)=0

File is “exe”Attachment ?

t1

µ=0.8

(P1)=1 (P2)=0.8

File is “exe”Attachment ?

t1

µ=0.8

(a)  (b)

3 Type 1

t1 P = { p1, p2 } T = { t1 } D = { Attachment ?, File is 
exe} I(t1) = { p1 } O(t1) = { p2 } f(t1) = µ1 = 0.8 (p1) = 0.9 (p2) = 0 (p1) = { d1 } 
=“Attachment ?” (p2) = { d2 } =“File is exe” t1 (p2) = 0.8

(p1) = { d1 } =“Attachment ?” (p2) = { d2 } =“File is exe”
0.8

(Fuzzy production rule) 

(Fuzzy production rule FPR) (Chen et al., 1990)
Type 1: IF dj THEN dk (CF= µ). 

( 1 )

( ) ( ) µαα *jk PP =  (1) 
Type 2: IF dj1 and dj2 and….and djn THEN dk (CF= µ). 

( 2 )
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( ) ( ) ( ) ( ){ } µαααα *,....,min 21 jnjjk PPPP =  (2) 
Type 3: IF dj THEN dk1 and dk2 and….and dkn (CF=µ). 

( 3 )

( ) ( ) µαα *1 jk PP = , ( ) ( ) µαα *2 jk PP = ,…. ( ) ( ) µαα *jkn PP =  (3) 
Type 4: IF dj1 or dj2 or….or djn THEN dk (CF= µi). 

( 4 )

( ) ( ) ( ) ( ){ } ,...n,iPPPP ijnijijk 21,*,....*,*max 21 == µαµαµαα  (4) 
Type 5: IF dj THEN dk1 or dk2 or….or dkn (CF= µi).

( 5 )

( ) ( ) ( ) ( ) ( ) ( ) ,...n,iµPPPPPP ijknijkijk 21,*,.....*,* 21 ==== ααµααµαα  (5) 
4a 4b Type 2 t

(2)

t
pj1

dj1

dj2

pjn

.

.

.

pj2

djn

dk

pk

.

.

.

(pj1)

(pj2)

(pjn)

(a) 

t
pj1

dj1

dj2

pjn

.

.

.

pj2

djn

dk

pk

.

.

.

(pk)

(pk)=Min{ (pj1), (pj2),.. (pjn)}*µ
(b) 

(a)  (B)

4 Type 2

5a 5b Type 3 t
(3)

dj

pj

(pj)

t
pk1

dk1

dk2

pkn

pk2

dkn

.

.

. .
.
.

t
pk1

dk1

dk2

pkn

pk2

dkn

dj

pj

.

.

.

(pk1,2,....n)= (pj)*µ

.

.

.

(pk1)

(pk2)

(pkn)

(a)  (b)

5 Type 3

6a 6b Type 4 t1, t2,…,tn

(4)
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t2

pj1

dj1

dj2

pjn

pj2

djn

.

.

..
.
.

t1

tn

(pjn)

(pj2)

(pj1)

dk

pk

(pk)

t2

pj1

dj1

dj2

pjn

pj2

djn

.

.

..
.
.

t1

tn

(pk)=Max{ (pj1)*µ1), 
(pj2)*µ2),.. (pjn)*µn}

(a)  (b)

6 Type 4

7a 7b Type 5 t1, t2,…,tn

(5)

dj

pj

(pj)

t2

pk1

dk1

dk2

pkn

pk2

dkn

.

.

.
.
.
.

t1

tn

t2

pk1

dk1

dk2

pkn

pk2

dkn

dj

pj

.

.

.

(pk1)= (pj)*µ1

.

.

.

(pk1)

(pk2)

(pkn)

t1

tn

(pk2)= (pj)*µ2

(pkn)= (pj)*µn

(a)  (b)

7 Type 5

(start \ gaol)
(immediately reachable set, IRS) (reachable set, 

RS) 8 t1, t2 p1, p2, p3

p1 t1 p2

p1 p2 IRS(p1) = { p2 }
p1

t1, t2 p3 p1 p2

IRS(p1) = { p2 } p2 p3 IRS(p2) = { p3 } p1 (RS)
RS(p1) = { p2, p3 }(Chen et al, 1990)
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p2p1

t1

p3

t2

8 IRS RS

(pi) (threshold value) (pi)
pi pi

INPUT: (a) (p) (p) ∈ [ 0, 1 ]
  (b) (p)= d
  (c) ∈ [ 0, 1 ]
  (d) CF
  (e) CF = µ µ ∈ [ 0, 1 ]
OUTPUT: (pg)= dj

a.
ps (ps) (ps)

b. 
ps pg

(Sprouting tree)

(a)
(b) (ps, (ps), IRS(ps))
(c) ts ps IRS(ps) IRS(ps)

(IRS(ps)) = (ps) * f(ts) (IRS(ps),
(IRS(ps)), IRS(IRS(ps)))

(a) pe py

IRS(pe) = {φ} IRS(py) = {φ}

(b)
pj ∈ IRS(pi) (pi) tij CFij

= µ µ ∈ [ 0, 1 ] (pi, (pi), IRS(pi))
(pj, (pj), IRS(pj)) µ

pi pj
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(c)
pu pa pb … pn tuv

pv ∈ IRS(pu) (pu) tuv CFuv = µ
µ ∈ [ 0, 1 ] (pu, (pu), IRS(pu))

(pv, (pv), IRS(pv)) µ
pu pv

Q S1 Sn

(FPR) (4)
pg (pg)= dg z

Q = {(pg, S1, IRS(pg)), (pg, S2, IRS(pg)), …… ,(pg, Sn, IRS(pg))}  
Set z = max {S1, S2, …….., Sn}

1999 04 2004
6 ( )

(Viruses) (Worm)
3

3

Type Name (by Trend Corp.) 
Macro MELISSA.A GORUM.A 

Executable File 
ZAUSHKA.A-O JERM.A COBBES.A MAGISTR.B KAMIL.B
BRID.A BAGLE.P BAGLE.Q DUMARU.A ZAFI.B YOUGDOS.A

Trojan 
PTWEAK.A TROODON.A HYBRIS.C SIRCAM.A GIFT.B
FEVER.A XTC.A 
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Script 

JavaScript GERMINAL.A EXITW.A SEEKER.A6 ACTPA.A
EXCEPTION.GEN VBScript REPAH.A LOVELETTER HARD.A
NOONER.A INFO.A LIFELESS.A NEWLOVE.A CHU.A
KALAMAR.A CHICK.C CHICK.B CHICK.E HAPTIME.B
EDNAV.B GOOFFY.A HEATH.A HORTY.A ARIC.A VIERKA.B
GORUM.B ZIRKO.A 

Worm 

NIMDA.A-O ALIZ PETIK.C PETIK.A BADTRANS.B GIZER.A
ENVIAR.B GOKAR.A RADIX.A UPDATR.A KLEZ.E KLEZ.H
LASTWORD.A LOHACK.A ZAFI.D MERKUR.A MYLIFE.E
PLAGE.A PROLIN.A SOLVINA.B SHOHO.GEN DESOR.A
PET.TICK.Q PETIK.E ZHANGPO.A ZOHER.A SOBIG.A
YAHA.E BUGBEAR.A BLEBLA.C GAGGLE.C SIRCAM.A
YAHA.G LOVGATE.A LOVGATE.B LOVGATE.C LOVGATE.G
COD BAGLE.A BAGLE.C BAGLE.J BAGLE.U BAGLE.X
BAGLE.Z NETSKY.C NETSKY.D MYDOOM.A MIMAIL.A
SWEN.A SOBER.A 

(Ontology)

Ontology
W3C OWL Ontology

(Protégé 2000) 9
(specification) (conceptualize)

W3C OWL Ontology (Protégé 2000)
(1) Class:

(2) Property:
(3) Individual :

12
4

4

NO. 
X1  Exe, vbs, scr, pif, bat, chm, com…
X2

X3

X4 Script JavaScript and VBScript 
X5 URL ActiveX controls URL 
X6
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X7 MIME MIME
X8 Embedded 
X9

X10

X11

X12

Ontology

Ontology
SMI Standford medical informatics Protégé 2000

Uschold and King(1995)

1. 

4
2. ontology

(General concept)
3. OWL(Web Ontology Language)

OWL

4. OWL
Protégé-2000 9

9
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Uschold King(1995)
(FPR)

(FPN) (FPR)
10 11 12 [x1,x2,…,x12] [0,1,…,1]

[1,1,1,0,0,1,0,0,0,0,1,1]

1 (FPN) R1 R2 R3
R6 R11 R12 X1 X2 X3

2 (FPR) (4) X6 0.949

 X6=MAX(X1 X6 X2 X6 X3 X6)=MAX(1*0.898 1*0.924 1*0.949) 
=0.949 

3 (FPR) (5) X9 X10

0 X11 X9 X10 X11

 X11 = 0.949*0.898 =0.836 
4 (FPR) (1) X12 0.836

 X12=0836*1=0.836 
5 X13 X12 0.836 

X13

83.6%

R 1: IF  d l or d 2 or d 3  T H EN  d 6

R 2: IF  d 4 or d 5 T H E N  d 8

R 3: IF  d 6  T H E N  d 9

R 4: IF  d 6  T H E N  d 10

R 5: IF  d 6  T H E N  d 11

R 6: IF  d 6  T H E N  d 12

R 7: IF  d 7  T H E N  d 10

R 8: IF  d 7  T H E N  d 11

R 9: IF  d 7  T H E N  d 12

R 10: IF  d 8  T H E N  d 10

R 11  :IF  d 8  TH E N  d 11

R 12: IF  d 8  T H E N  d 12

R 13: IF  d 9 T H E N  d 12

R 14: IF  d 11 T H E N  d 12

R 15: IF  d 10  TH E N  d 12

R 16: IF  d 12  TH E N  d 13

10 (FPR) 
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X8

X6

X5

X4

X3

X2

X1

X7

X11

X10

X9

X12 X13

c16=0.898

c26=0.924

c36=0.949

c48=0.714

c58=0.285

c69=1.0

c6-12=1.0

c6-10=0.761

c7-10=0.40

c7-12=1.0

c7-11=1.0

c8-10=1.0

c8-11=1.0

c8-12=1.0

c9-12=1.0

c10-12=1.0

c11-12=1.0

c12-13=1.0

c6-11=0.898

11

1999 2004
FPN 1859

96 SOM Naïve Bayes
Decision tree Pccllin2007 Norton2007(

2007 ) 5
2004 12

6
SOM Naïve Bayes Decision tree

(Shih et al., 2004 2005) 2007
2007 4

5

TP TN FP FN Detection Rate False Positive Rate Overall Accuracy
Naïve Baye 89 1842 17 7 92.708% 0.914% 98.772% 
Decision 
Tree 89 1854  5 7 92.708% 0.269% 99.642% 

SOM 87 1855  4 9 90.625% 0.215% 99.335% 
Pccllin2007 95 1859  0 1 98.958%    0% 99.949% 
Norton2007 93 1859  0 3 96.875%    0% 99.847% 
FPN 95 1855  4 1 98.958% 0.161% 99.795% 

(Detection Rate TP/ TP + FN, False Positive Rate FP/ TN + FP, Overall Accuracy TP + TN/ TP + TN + FN + FN) 
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6  (“ ”= detected) 

Virus Profile FPN SOM Naive Bayes Decision tree
WORM_NETSKY.P 
WORM_MYTOB.A 
WORM_MYTOB.K  - 
WORM_MYTOB.R 
WORM_MYDOOM.O 
WORM_NETSKY.Q 
WORM_SOBER.U  - - - 
WORM_MYTOB.KQ 
WORM_MYTOB.LL 
WORM_LOOKSKY.A 
WORM_RONTOKBRO.C 
WORM_RONTOKBRO.J 
TROJ_YABE.A 
TROJ_YABE.B 
TROJ_BAGLE.CZ  - 
WORM_AHKER.J  - 
VBS_SOBER.AA 
JS_WONKA.A  - - - 

12

IBM eServer X346
OS: Linux

OS: Linux
Mail server

IBM M51
OS: Windows XP

IBM M51
OS: Windows XP

12



 23 

NET-Start-IXP420 Intel Xscale
IXP 420 CPU IPX420 RISC

Embedded 
Linux 13 7 WebMail

Mail Server

13

7

Linux–BusyBox (EEVF) 
Apache+PHP+IMAP 
Linux–Fedora4 Security Server 
Apache+PHP+MySql+SSL 
Linux-Fedora4 Mail Server 
Sendmail+IMAP 
Windows–WinXP PC(3 )
Browser 

14
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14

15

3

15

16
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16

(ontology)
(FPN)

1. 

2. 

3. 
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(collaborative filtering) 
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